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Executive Summary

About XAAS Infotech

XAAS is a complete technology solutions provider in IT Networking, Information Security,
and consulting services domain. With overall management's cumulative experience of over
75 man years in the Networking and Security space, is best positioned to offer innovative
solutions and services by leveraging best of breed global products and technology

solutions through strategic alliances and partnerships with industry leaders.

By combining broad range of strategic solutions, services and expertise, we help
organisations to address ever increasing challenges of designing, implementation, network

management and security so that they can focus on their core areas of business.

Our business goal is to develop creative, cost-effective solutions, from the design phase
through installation, and provide maintenance and support thereafter. We take a team
approach with our customers to help them identify possible solutions, evaluate those for
effectiveness and appropriateness to the problem, and then implement the most
favourable alternatives. Our decision to represent multiple vendors increases our
alternatives for developing the best of breed solutions for our customers. Furthermore,
management and staff at XAAS Infotech are committed to excellence in customer service
and satisfaction.

Our People

We recognize that our employees are important assets & core strength of our organization
and are committed to retain, inspire & nurture the best & brightest individuals by offering
an open, healthy and rewarding work environment. Each individual comes with different
background, expertise, experience, goals, dreams, and aspirations; we have set out to
create a culture and a climate of respect that gives employees the personal freedom to
achieve their individual goals while simultaneously pursuing company objectives.

Some of our Customers

Xaas Infotech has several enterprise and SMB customer installations in different industry
segments across India. These include customers like Advice America, Wipro, Robert
Bosch, Tata Hitachi, Coca-Cola, Birla Sun Life, 24by7Customer, TESCO, Sutherland Global,
Muthoot Finance, ING Vysya Bank (Kotak Bank), JSW, Bateman, July Systems, TVS, Larsen
& Toubro, MRPL, etc.



SOLUTIONS

Information & Communication Technology (ICT)

Xaas is a System Integrator in the ICT Infrastructure space. Xaas has seen
tremendous growth since 2009 and recognized as a key player in the Projects. ICT
infrastructure business offers solutions for data, voice, Video and wireless
communications within campuses and for long haul OFC networks.

Xaas has strengthened its focus on Infrastructure Networking which has enabled the
group to offer a complete integrated comprehensive solution on voice/data/video/security
and wireless across the country. Xaas offers end-to-end ICT solutions and
services to large organizations, both for their captive & project requirements. It
offers a single window approach towards turnkey solutions in Broadband
deployment, Enterprise LAN/WAN networks design, supplies, installation and
maintenance of the networks. Support services offered include Site Survey, SRS/
Design, Sourcing/Vendor Liaison & Management, Manpower Sourcing,
Integration/Implementation, and Maintenance Support (eg. On-site break-fix
support with varying SLAs, Resident Engineers, AMC Management, Vendor
Co-ordination for spares, Logistics and documentation co-ordination etc)

Our ICT Infrastructure Projects for enterprises include Design, Supply
and implementation of the networks, connecting various buildings in a campus for
multiple IP based services. This includes:

» Passive Network — copper/fiber optic cabling
> Active Network - Switching & Routing
> Wireless LAN within Campus

> Network Management

Network Infrastructure for HTMS /TMS for major Roadways projects which include
design, supply, installation, integration and commissioning of complete Optic fiber
based Gigabit Ethernet Backbone Communication System for Toll Collection & Traffic
Control Equipment. This includes

Passive infrastructure for HTMS & TMS devices

Active Network — Industrial grade Switches and devices
VolP soft switch and Voice loggers

Digital Video Management Systems

Security & Surveillance

Infrastructure for Variable Messaging System
Emergency Call Box

Power Management System

Field Equipment Cabinet
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Central Control Server to host ATMS and its software



SOLUTIONS

INFORMATION SECURITY (IS)

Reputation and integrity of trusted organizations are at risk as the
magnitude (quantity) and the speed at which information security threats
are increasing. The boundaries between internal and external IT environments
blur as customers, suppliers, and remote users connect to the network.
Although cyberspace offers opportunities for leading organisations, this environment
is uncertain and potentially dangerous. Internet has become a haven for hackers and
cybercriminals to hone their skills and in response governments are bringing in new
legislations and regulations to address public concerns and prevent frauds. This puts
pressure on organizations to adapt themselves and to be ready for responding
appropriately. Better informed and prepared organizations are likely to go a long way

in securing their future.

Xaas Infotech can help you plan, design, implement, and support a comprehensive
enterprise security solution based on best-of-breed technologies, to ensure the integrity
of information and the availability of resources on corporate networks. With a team that
has got experience in the Security industry, we bring in the depth and breadth of expertise
needed to address the complex security issues in today's computing environments.

We take the industry's leading security products and combine them with our own
widely recognized engineering services to create security solutions you can depend on -
for today's threats and the emerging ones of tomorrow. Our team is armed with
the expertise to understand the threats and design implement and monitor security
solutions to guard your organization against security threats without compromising on

the information access needs of employees, partners and customers.

We deliver solutions to address a wide range of enterprise security concerns, including:

» Next Generation Firewall , SSL VPN, IPS, 2 factor authentication, Web security

» End Point security, DLP, Device control, Data encryption and Mobile device
management.

» NAC, Patch management, Managed file transfer, Virtualization security
» SIEM, IDAM, GRC and Vulnerability management.

» Cloud BCP — We offer backup and cloud based BCP/ DR solutions



PROFESSIONAL SUPPORT SERVICES (PSS)

Xaas infotech has a PSS offering through which we can deliver implementation,
deployment, monitoring & support for networking, security and storage solutions. We
offer trainings or workshops on security and cloud. PSS also consists of audit and
compliance where we render services of VA, PT, security audits, and compliance audits.

ICT Services

Implementation:

» Pre installation Audit Hardware preparation Interface configuration
» Integration as per design guidelines Diagnostics

» Functionality verification and Installation certification
Network Administration

> System Configuration

» Troubleshooting & Network Auditing
» Application Integration

» Platform Technology Training

Network Monitoring & Performance Management

Network Layout qualification

Domain / Sub - net study

Segmentation and traffic flow analysis
Performance Metrics definition

Bottleneck determination & Throughput analysis
Protocol Analysis

Bottleneck elimination
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Network Design

> Site Analysis Bandwidth Estimation

» LAN/WAN Access method determination
» Wireless Network Access

» Network Architecture Design

Network Design

Implement, deploy and configure controller based or controller less solutions and
tune them for optimal performance in your environment even with a high
concentration of devices.



INFORMATION SECURITY SERVICES

We implement or deploy security and networking products/solutions.

Firewall — Implement, enable required security features, initial configuration, rules
&VPN.

IPS - Implement the solution in monitoring mode and subsequently enforce policies
based on logs monitored and deciphered.

APT- Implement and configure APT solutions (anti malware) for the web.
Articulate the reports so you can accordingly take appropriate remediation steps.

SIEM- Implement or deploy the SIEM solution with customization. We offer an
administrative level training after the implementation.

IDAM- Implement, deploy configure Data access governance and identity life cycle

End point- Implement; configure advanced end point policies to protect against
malware.

BYOD/NAC -Implement and configure policies for optimal functioning of the solution.

GRC- Consult, implement or deploy the GRC solution and build or audit the required
workflow processes.

Enterprise Security Architecture design

Business Continuity & Disaster Recovery Plan

Network Architecture Review

Information & Network Security Audits

Vulnerability Assessments / Penetration Testing

ISO27001 implementation Consulting

1SO20000 (IT Service Management) implementation consulting
SOX / HIPAA / PCI Compliance advisory
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DLP- Consult, implement, monitor enforce and protect for the Web, mail and end

point channels.

Services provided under DLP:

Data Security Services

Data Loss Risk Assessment
Data Classification Strategy
DLP deployment & Integration
Monitoring and support
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Monitoring support

We provide monitoring support for network security solutions that have
been already implemented and deployed. That will help you to efficiently
administer, tweak the solution to recognize the significance of it.

Resource augmentation

We provide resources for bridging skill gaps& conduct complete implementation,
monitor network security solutions in the areas of Next Generation Firewall , IPS, SIEM,
Web Security and Email Security. We also provide resources in the networking field

Consulting (Audit and Compliance)

We conduct network security assessments &audits to manage risks and provide reports
to help remediate. We can also conduct compliance assessments like the PCI-DSS.

Training

We conduct trainings or workshops on CISSP, CEH, 1SO27001, Certificate of Cloud
Security Knowledge, Exin Cloud Computing, Web Application Penetration Testing and
Secure Software Lifecycle.

Cloud services
We offer migration services to the public cloud.

The cloud can support front, middle- and back-office functions everything from
business applications and client relationship management systems to
data management solutions and even accounting systems. Cloud computing
has management solutions and accounting systems. Cloud computing has a
number of benefits most notably a low infrastructure investment, increased
flexibility and reduced maintenance.

Xaas Infotech Private Limited
xms No. 309, 3rd main, 3rd phase,
J.PNagar, Bangalore- 560078
Tele/Fax:+91-80 4095 8041 www.xaasinfotech.com
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